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Mime-type: text/xml, size: 4256 bytes

Attack Category

e Madlicious Input

Vulnerability Category

Softwar e Context

e Format string
e String Formatting

L ocation

e Cstring (MFC)

Description

CString formatting methods are vulnerable to format
string attacks.

The CString class represents a string of ANSII or
Unicode characters. It includes member functions
for formatting that have functionality much like that
of sprintf. These methods are vulnerable to format
string attacks.

APIs

Function Name Comments

CString::Format Src: 1 variable; Fmit: O;
No dest arg, dummy, val

CString::FormatMessage Src: 1 variable; Fmt: O;
No dest arg, dummy, val

CString::FormatMessageVSrc: 1 variable; Fmt: O;
No dest arg, dummy, val

Cstring::FormatV Src: 1 variable; Fmt: O;
No dest arg, dummy, val

Method of Attack

If an attacker can control formatting text, a Format
string attack could be mounted.

These functions can be abused in much the same
way sprintf() can be. If the attacker embeds a series
of "%s' format fields in the data, the function will
interpret them as formatting commands. It will get
the corresponding data values off the stack. With
enough "%s" fields, the function will eventually
dereference a bad pointer (e.g. NULL) and crash. If
the attacker includes "%n" fields, the function will
write values to memory, which may ultimately be
exploitable.

Exception Criteria
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Solutions Solution Solution Solution
Applicability |Description Efficacy

Generaly Do not usea Effective.
applicable to format string
CString format | that may come
methods. from or have
been tampered
with by an
untrustworthy
source.

Signature Details void __cdecl CString::Format(
UINT nFormatiD,

[, argument]...

)i

void __cdecl CString::Format(

PCXSTR pszFormat,

[, argument]...

)i

void __cdecl CString::FormatM essage(

UINT nFormatiD,

[, argument]...

)i

void __cdecl CString::FormatM essage(

PCXSTR pszFormat,

[, argument]...

)i

void CString::FormatV (

PCXSTR pszFormat,

va list args

);

ExarnpleSOf I ncorrect COde CStr | ng asStr | ng’
aString. For mat (user Suppl i edText) ;

Examples of Corrected Code CString aString;

aString. Format ("%",
user Suppl i edText) ;

Sour ce Reference http://msdn.microsoft.com/library/
default.asp?url=/library/en-us/vclib/html/

velrfestringtformatmessage. asp®

Recommended Resource MSDN reference for CStringT?
Discriminant Set Operating System +  Windows
Language o Ct+
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